1. Umo eepHem Ha 5KpaH/coenaem KOMaHod/bl:

a. iptables —F

Ha skpaH Hu uero He BbiBeZieT. Ecin "6btn"" nipaBuna ¢atiepBosia (iptables), oHu 6yayT cOpoILIeHblI.
Ecnv o ymosuanuio "nosMtyka” - "3anperars Bce'', eCTb PUCK TTIOTEPU CBSA3U IPU ya/IeHHOM
3arycke. OOBIUYHO HCIIO/TB3yeTCs B KOMOWHAIMK "3arpy3Ku MpaBu’.

2. UTo BepHeT Ha 3KpaH/c/eiaeT KOMaH/a/bl:

a. In-sfilel file2 && rm filel && cat file2

"cat: file2: Hemae Takoro ¢aiina abo karasnory"

olexande@uboo:~/$ Is -1
Irwxrwxrwx 1 olexande olexande 5 Bep 15 12:07 file2 -> filel

Co3ganmu "ccbuIKy" Ha (aiin, cam Qaiin yganuiu...

b. Infilel file2 && rm filel && cat file2

BriBezieT cogepskumoe (aiisia. bes kitoua "-s" Oyaet caenaHa ere 1 >kecTKast CChITKa Ha (aiin. Y
¢aiina c 1 inode GyzeT 2 KeCTKHe CChIJIKH. JTO MO3BOJISIET CrIAacTH (aii OT C/Iy4aitHOTO y/iameHus..
Ho He criacaet ot usmeHeHusi cofiep>kxumoro daiina. [pu nusmenenuu filel B file2 Gyzet To >xe
cofiep>Kumoe.

olexande@uboo:~/$ Is -li

14842017 -rw-rw-r-- 2 olexande olexande 4 Bep 15 12:15 filel
14842017 -rw-rw-r-- 2 olexande olexande 4 Bep 15 12:15 file2

3. UTo BepHeT Ha 3KpaH/c/eaeT KOMaH/a/bl:

a.  touch myfile.txt;touch myfile.txt

co3gact nyctoi daiin myfile.txt , ecu ero He 6b110 0 3TOT0. HY1 yero Ha skpaH He BbiBeJeT. Ecim
ObUI - CyII[eCTBOBABIIUI He TTOBPEIUTCSI.

4. UTo BepHeT Ha 3KpaH/cziesiaeT KOMaHAa/bl:
a. rm —R /proc

Ha pa3HbIX CHCTeMax I0 Pa3HOMY ...
Ubuntu Desctop :

olexande@uboo:~$ sudo rm —R /proc



rm: He Bfasiocs Bunyunty '—R': Hemae Takoro ¢atina abo karanory
I'Mm: He BJaJI0Cs BUIYUUTH '/proc’: € Karajiorom
olexande@uboo:~$

FreeBSD - Hi yero B Karasiore HeT. yIUBUJICS, UTO BOOOII[e 3TOT KaTasior eCTh.

Ubuntu Server - Criicok "TpoCTbIHeH" OIITOOUHBIX MOTBITOK (HET A0CTYyTIa) 3aKPhITh CUCTEMHbBIE
TIPOL[eCCHI.

CenOS - obpyrasa Ha TIOTILITKY yAa/IeHUsI KaTaiora ¥ TPeyIoyKK/Ia BOCII0/Ib30BaThcs rmdir

Karasor /proc Hy>KeH /iJ1s1 TO/Ty4eHUst ”HPOpPMaLMK O MpoLjeccax.

5. UTo BepHeT Ha 3KpaH/c/e/aeT KOMaH/a/bl:
a. dd if=/dev/zero of=/tmp/file bs=1M count=0
Byzet co3pan mycToi ¢aiin "B CBSI3W € HaMMuueM orpaHryenus "'=0"".

olexande@uboo:~$ dd if=/dev/zero of=/tmp/file bs=1M count=0
0+0 3anuciB IpOYMTAHO

0+0 3anuciB 3anucaHo

ckortitioBaso 0 6aritis, 0,000160163 c, 0,0 kB/c
olexande@uboo:~$ Is /tmp | grep file

file

Ec/v cueTumk yBesTMuuTh Hampumep, o count=10, To co3aanHil daiin OygeT 3anonHeH "00" u
pasmepoM B 10 Mb, nipaBzia 4 B €TOM CJlydae cat HA Uero He MOKaxKeT :

olexande@uboo:~$ dd if=/dev/zero of=/tmp/file bs=1M count=10

10+0 3amnuciB npourTaHo

10+0 3amuciB 3an1caHo

ckoritioaHo 10485760 6aiitie (10 MB, 10 MiB), 0,135519 ¢, 77,4 MB/c
olexande@uboo:~$ cat /tmp/file

olexande@uboo:~$

6. UTo BepHeT Ha 3KpaH/c/iesiaeT KOMaHza/bl:
a. locate /bin/sh

Pe3ysnbrar BeIMoOHeHUs B oTiMunH oT find mosydaercs 6wicTpee Griarozaps "3abmaroBpeMeHHOMY
uHekcupoBaHuio" (find BBITIONMHSIET TIOUCK HAJETY), HO "aKTyaTbHOCTh MOXKET OBITh MO/
BOMpOCOM".

olexande@uboo:~$ locate /bin/sh

/bin/sh

/bin/sh.distrib
/home/olexande/apache-tomcat-8.0.27/bin/shutdown.bat
/home/olexande/apache-tomcat-8.0.27/bin/shutdown.sh



/home/olexande/sts-bundle/pivotal-tc-server-developer-3.1.2.RELEASE/tomcat-
7.0.64. B.RELEASE/bin/shutdown.bat
/home/olexande/sts-bundle/pivotal-tc-server-developer-3.1.2.RELEASE/tomcat-
7.0.64. B.RELEASE/bin/shutdown.sh
/home/olexande/sts-bundle/pivotal-tc-server-developer-3.1.2.RELEASE/tomcat-
8.0.26.B.RELEASE/bin/shutdown.bat
/home/olexande/sts-bundle/pivotal-tc-server-developer-3.1.2.RELEASE/tomcat-
8.0.26.B.RELEASE/bin/shutdown.sh

/home/olexande/sts-bundle/sts-3.7.1. RELEASE/bin/shutdown.bat
/home/olexande/sts-bundle/sts-3.7.1. RELEASE/bin/shutdown.sh
/home/olexande/sts-bundle/sts-3.7.1. RELEASE/tomcat/bin/shutdown.bat
/home/olexande/sts-bundle/sts-3.7.1. RELEASE/tomcat/bin/shutdown.sh
/home/olexande/sts-bundle/sts-3.7.1. RELEASE/tomcat/bin/bin/shutdown.bat
/home/olexande/sts-bundle/sts-3.7.1. RELEASE/tomcat/bin/bin/shutdown.sh
/usr/bin/shalsum

/usr/bin/sha224sum

/usr/bin/sha256sum

/usr/bin/sha384sum

/usr/bin/sha512sum

/usr/bin/sharesec

/usr/bin/shasum

/usr/bin/shotwell

/usr/bin/showconsolefont

/usr/bin/showkey

/usr/bin/showrgb

/usr/bin/shred

/usr/bin/shuf

/usr/lib/klibc/bin/sh.shared

CoryiacHO KOH(UrypalMoHHOro (aiina:

olexande@uboo:~$ cat /etc/updatedb.conf

PRUNE_BIND_MOUNTS="yes"

# PRUNENAMES=".git .bzr .hg .svn"

PRUNEPATHS="/tmp /var/spool /media /home/.ecryptfs /var/lib/schroot"

PRUNEFS="NFS nfs nfs4 rpc_pipefs afs binfmt_misc proc smbfs autofs is09660 ncpfs coda devpts
ftpfs devfs mfs shfs sysfs cifs lustre tmpfs usbfs udf fuse.glusterfs fuse.sshfs curlftpfs ecryptfs
fusesmb devtmpfs"

olexande@uboo:~$

Kak MUHMMYyM € HaCTPOKMKAaMH MO YMO/TYaHUIO eCTh LIaHC "MPOMYCTUTh' pe3y/bTaT C BHELHEro
HOCUTeJIs, HallpUuMep:

olexande@uboo:/media/olexande$ df -h
®. cuctrema  Posm Buk [loct Buk% 3MoHTOBaHMM Ha

udev 3,9G 0 3,9G 0% /dev

tmpfs 791M 9,6M 781M 2% /run
/dev/sdal 228G 184G 33G 85%/

tmpfs 3,9G 71M 3,8G 2% /dev/shm
tmpfs 5,0M 4,0K 50M 1% /run/lock
tmpfs 3,9G 0 3,9G 0% /sys/fs/cgroup

tmpfs 791M 104K 791M 1% /run/user/1000



/dev/sdbl 7,3G 2,1G 5,3G 28% /media/olexande/STORE N GO
cozepxxumoe "/media/olexande/STORE N GO" - OyzeT mpourHopupoBaHo.
7. UTO BepHeT Ha 3KpaH/c/e/aeT KOMaH/a/bl:

a. rm /services/

Hert Takoro (aiina/karanora B pa3Hoil (popMynrpoBKe B 3aBUcMMOCTH 0T OC.
8. Kakue Tpu AMpeKTHBBI/TIapamMeTpa 00bIYHO HAXOJATCS B (arire:
/etc/sysconfig/network ?

FreeBSD:

bsd# Is /etc/sysconfig/
Is: /etc/sysconfig/: No such file or directory

Ubuntu:

olexande@uboo:~/new$ cat /etc/sysconfig/network

cat: /etc/sysconfig/network: Hemae Takoro ¢aiina abo karanory

olexande@uboo:~/new$ sudo cat /etc/sysconfig/network

[sudo] maposnb mo olexande:

cat: /etc/sysconfig/network: Hemae Takoro ¢atina abo karanory
olexande@uboo:~/new$ ls /etc/sysconfig/

Is: He Basocst oTpuMaru focTyn Jo /etc/sysconfig/: Hemae Takoro ¢aiina abo karanory
olexande@uboo:~/new$

CentOS TecToBOM BUPTYanKu:TONBKO 2 napamerpa - ums xocta ¥ NETWORKING=yes

[root@test2 ~]# cat /etc/sysconfig/network
NETWORKING=yes
HOSTNAME=test2

"B UHTepHeTax" TOyKe II0Ka Halllesl yIIOMMHaHue T1po 2 rapaMeTpa
9. Uto Takoe ceTeBas Macka?

JT0 "yacTh CeTeBOM aZpecanuu’.

Ecte MAC ajzipec - anmaparHblii ajipec ceTeBoro uHrepderica

Ecte IP afpec - "HOmMep" B CeTH.

CeteBasi Mmacka coBMecTHO ¢ IP agpecom popmupytoT "mogceTs".

[To3Bosisiet "cknenBars” (1poOWTH, TPYNIKPOBATE ... ) TI0 BO3MO)XHOCTH/HEOOXOMMOCTH CeTeBbIe
azipeca.

C nomoliblo ceTeBOW MacKM ajpecaljusi yCTPOMCTB Ha MapllIpyTHU3aTopax, (halieposax v T.II.
CTaHOBUTCSI BO3MOXKHOM "B10KaMH aZipecoB’’, UTO 0YeHb 3HAUMTETbHO YIIPOCTUTh KOH(MUTYpaLiH,
YMEHBIIHUTH KOJI-BO 3arvceil. HeT HagobHOCTH rpornMckiBaTh "Bee afpeca’.



10. Kakue craH/iapTHbIe TIOPThI HY>KHO OTKpPBITh B firewall 11 paboTh Beb caiita 1o http u https?

80 -http

443 -https

8080 - yacTo UCMOMb3yeTCs PsiioM Beb cepBepoB (U ellje MOXKHO MOMPOO0BaTh BCTIOMHUTD DS/
TIOPTOB) HaNpuUMep AJisi pa3paboTKH, HO ero "cTaHAapTHOCTB' 1mof BorpocoM. YacTh U3 HUX
TIpeJHa3HaueHbl 00JIbIIe AJ1s "yTIpaBienHs "

11. Kakyto komaHay Be1 Oyziete ucrosib30Bath fJisi Ha3HaueHust [P ajgpeca

- ip addr

- ifconfig

- system-config-network-tui

- nnsi ¢ DE/ desktop environment (¢ Gnome, KDE, lumina ...) B 3aBUCHMOCTH OT CUCT€MbI MOTYT
ObITh "cBOM" rpaduueckre MacTepa HaCTPOMKHU.

- B 3aBUCUMOCTHU OT CUCTeMbI NpaBKa KOH(MUT-(aiinioB

12. Yto Takoe poyrep?

- Insa " moMariHero rosib30Baresis” - 3To Oyzet "kopobouka', paszgaroijasi MUHTEPHET U
"onuuoHanbHO" WiFi.

- B Gosee 1o/THOM/IIUPOKOM CMBIC/IE - YCTPOMCTBO (MOYXKeT ObITh B €ro poiu U "o0brunbii TTK",
KeJslaTesIbHO C HeCKOJIbKMMU arrapaTHbIMU CeTeBbIMU MHTep(delicaMu), 3aHUMaro1eecst
MapipyTHu3aLuei mexxy (mof)cetsmMu, yacto BbinosHsto i NAT/dNAT ceteBoro Tpaduka st
5KOHOMMHU BHelTHUX [P apecoB W/vnu COKpBITHS "BHYTPEHHOCTeH" CeTH 3a HUM U 110
HeoOxoquMOoCTH "Tpobpoca TTOPTOB" /1t OTKPBITHS [OCTYTIA "U3BHEe" K BHYTPEHHUM pecypcam,
HarpuMep, K Beb ceprepy.

- "'mpsATaTh 3a poyTep" Tak JKe )KeJlaTe/IbHO yCTP-Ba JKeJjlaTe/IbHO /11 OrpaHUYeHus BOSMOXXHOCTHU
"mpsiMoro" MoAK/II0UeHUs K cricTeMaM u3BHe. He siByisieTcs aHatjeeit "6arofapst” BO3MOXXHOCTH
NIOCTPOEHMS "CeTeBbIX TOHesIel" W/WIN NOCTPOeHUs CBSI3U Yepe3 NpoMe)KyTouHble y3ibl. Kak
Tipy¥Mep - TomyJisipHasi iporpamMMa Team Viewer u 11ojo0HbIe.

13. Kak BOCCTaHOBHTB TapoJib TI0JTb30BaTeJst Toot?

- 3alTH OT UMEHH T10/Tb30BaTe/Isl € rpaBamu sudo u nompobosath passwd (TouHee sudo passwd) anst
cmeHsl nlaposist. CrcreMa MOXKeT Pe30HHO 3allpOCUTh TeKyLuM. Y psza cucTeM ''mepsomy”
TI0/Th30BaTeJIk0 /IatoT MpaBa sudo U /yisi IoMy4eHus: BO3MOKHOCTH paboThl OT UMeHH root (He uepe3
su / sudo, HarpyIMep TIPSIMO /I/1s1 UYHTEPAKTUBHOTO BXOZA OT UMEeHU Toot) HeoOX01MMO
"MepBOHAUa/ILHO (OMLMOHATBLHO) YCTAaHOBUTB' .

- 3arpy3UThCSI C BHEIITHET0 HOCUTEJISI W/WJIY TIepEeBeCTU CUCTeMY B "CUHIIMO/", TIO HeOOXOJUMOCTH
CMOHTHUPOBATh pasziesibl AJis1 JOCTYIIA K KaTanory /etc

- B 3aBUCHMOCTH OT CUCTEMBI, I7ie "Tipon3oiiyia 6e1a" pyu HaIMYMK pe3epBHOM KOTTHH (C TIpaBaMU
sudo) rpo6oBaTk BOCCTAaHOBUTH (haii/ibl B KaTasiore /etc:



passwd
passwd-
gshadow
gshadow-
shadow
shadow-
pwd.db
spwd.db

- Ha HEKOTOPBIX CHCTeMax MOYKHO TOTNpo0oBaTh "MopeAakTHpOBaTh pyKamMu' Qaiijibl, HO B 3TOM
CJly4yae Hy>KHO TOYHO 3HaTb CUCTEMY U B 3aBUCUMOCTH OT "ITOr0 TaHLieBars'".

14. Yto Takoe PXE u 3aueM OH HyKeH?

310 "BO3MOXXHOCTB" 3arpy3UTh CHCTEMY Uepe3 CeTEeBYIO KapTy 0e3 Ha/Iuuus/UCTOIb30BaHUs
"nokaspHOrO HOCUTe A", OueHb y00Ha AJis CepBUCHOTO 00CTy>KUBaHUs U/unu yctaHoBku OC.
Ncnons3yrorcs nporokossl IP, UDP, BOOTP u TFTP.

PXE - 1 u3 "K/toueBbIX" UHCTPYMEHTOB /17151 "'cO3/jaHusl 6e3/[MCKOBBIX CTaHLMM'".

bnaropmaps noazmep>kke PXE ynoO6HO HacTpauBaTh ceTeBoe 000pyZ0BaHHe, HAallpUMep C TTOMOII[BI0
" IOTIO/THUTe/IbHBIX HACTPOeK" MPUXOAUIOCH 10/Ib30BAaThCs auto provisioning yist yIipoLLeHus
HAaCTPOWKHU U afMUHUCTpUpoBaHus IP TenedoHHbIX anmaparos.

15. Ecnu Bel XoTHTE 1006aBUTH (haiisl B JOMAIIIHIOW JUPEKTOPHIO I KaXK[OTO HOBO-CO3/IaHHOTO
TI0/Tb30BaTeJIsl, KaKyro AUpeKTopuio Brl OyzeTe UCIO/Ib30BaTh?

/etc/skel

16. Kak BbiBecTH 1iepBbix 10 cTpok u3 Bcex PHP (aiiioB KOTOpble HaX0AATCS B TEKYLLei
JypeKTopuu?

head *.php

17. Harmmmre ripaBusio Aist iptables kotopoe OyzeT 6;10KMpoBaTh BCe UCXOASAIINE COEJUHEHHS C
JIOKaJIbHOTO CcepBepa Ha y/ja/lleHHbIN cepBep 6a3 flaHHbIX

Ecnu ynanennsiii cepsep umeet IP 1.2.3.4, nopt 3306
iptables -A OUTPUT -p tcp -d 1.2.3.4 --dport 3306 -j DROP

18. EcTb Hekwmii Tiporiecc B cucteMy. Kakum 06pa3oM MOXXHO OCTaHOBHUTh €ro
BBITIO/IHeHHEe(TTOCTaBUTh Ha May3y) Ha KaKoe-TO BpeMsl, a TOTOM BOCCTAaHOBUTB ero(CHATH C Tay3bl)

kill -SIGSTOP $PID — nocTaBuTh Ha maysy.
kill -SIGCONT $PID — BOCCTaHOBUTb.
17151 aKTUBHOTO MpoLiecca B KOHCOMU MOXKHO HaxkaTb CTRL+Z, fanbliiie TOMOTYT KOMaH/bI jobs

JUIs1 BBIBO/IA CICKa ()OHOBBIX 3a/jau, bg - A/st mpoposkeHus: paboThkl B GoHe , fg — /151 “BbIBOzIa
u3 oHa”



19. Kak yBermunth pa3szen swap 6e3 mepe3arpy3ku cuctembl?(Hamvcars momaroByo HHCTPYKIIUIO)
MpHoroe 3aBucut ot OC, THHa/cniocoda pa3duBKHU AuCKa(0B), Hcnosib3yemon ®C.

- MoxHo (0co0eHHO yA00HO0, eC/Ti 3TO BpeMeHHO) c03/aTh (aiin rjae-To B (aiijioBoil cucreme
HY)KHOT'0 pa3Mepa M y)e ero mNoAK/IH4Yarb Kak 4acTb cBoi. IToroM no Heob6xoqumocTu —
YAQ/IUTh.

Co3gaem ¢aiin HeobxoauMoro pasmepa, Haripumep 100MB:

dd if=/dev/zero of=./swapfile bs=1M count=100
CO3/laBaTh KeJjlaTelbHO M3HavasIbHO (haiil C mpaBaMu root, MHave OyyT “3aMeuaHyst” Kak HIDKe.
Tekyl1iee COCTOSIHAE MOKHO ITIOCMOTpeTh:

$/sbin/swapon -s
Has3ga ¢aiina Tun Poswmip Bukop.Ilpiopurer
/dev/sda5 partition 1963004 6676 -1

“mapkupyeM” ¢aiin ./swapfile , Kak ¢aiin g1 cBona

$ /sbin/mkswap ./swapfile

BcranoBmoemo Bepcito 1 obsacti cBorminry, po3mip = 100 MiB (104853504 6atiTiB)
HeMae MiTKH, UUID=dcbacd9b-5f0d-4dc9-8852-6848c9586339

[Mozpk/FOUaeM TIO/TyUeHHBIN (aiiT K CBOITY, BaJje/iblieM PeKOMEHAYeTCs UTO-0bl ObLT root U TOJTBKO
OH MOT UHTaTh-ITHCATh B 3TOT (aii
$ sudo /sbin/swapon ./swapfile

Ecnu Bnagener gaiina He root, Oyzet coobrieHue (MpeaynpeXxeHue), He Mellaroliee
TIPO/I0/DKEHUIO:

swapon: /home/olexande/new/111/swapfile: Hebe3neuni npaga docmyny 0664, nponoHyemo
ckopucmamucs 0600.

swapon: /home/olexande/new/111/swapfile: Hebe3neuHe 3HaueHHs enacHuka ¢atina 1000,
nponoHyemo ckopucmamucs 0 (root).

IIpoBepsiem pesysbTar:
$ /sbin/swapon -s

Hasga ¢aiina Tun Po3wmip Bukop.Ilpiopurer
/dev/sda5 partition 1963004 6668 -1
/home/olexande/new/111/swapfile file 102396 0 -2

[To HEOOXOUMOCTH /IS COXPaHEHHSI “MeXX/y Tiepe3arpy3kamMu’” Hy)KHO OyzeT 100aBUTh 3arvch B
/etc/fstab

[To OKOHUAHHIO OTK/TF0YaeM-TIPOBEpsiEM:

olexande@uboo:~/new/111$ sudo /sbin/swapoff ./swapfile
olexande@uboo:~/new/111$ /sbin/swapon -s

Has3ga c¢aiina Tun Posmip Bukop. IIpiopurer
/dev/sda5 partition 1963004 6664 -1



Y TIO JKeJlaHuIo yjansieM aia
sudo rm ./swapfile

- Mo)XHO eC/Ti eCTh CBOOOAHOE, He pa3MeUeHHOe JUCKOBOE MPOCTPAHCTBO (He 3aHSTO elle
pa3jie/iaMH) MOAK/IIUHUTh KaK CBOIL. YJ00HO0, eC/TH HY)KHO MOJK/TIOYHTh “Ha J0/1ro”.

OTtnuume oT BapuaHTa C (aiisiom Oyzer B:

--- 110 HeOOXOAUMOCTH Co37aTh (0CBOOOAUTL) CBOOOAHOE MECTO [ijIsl CBOM-paszesia
--- B Pa3HBIX CHUCTEMaX ... 10 pa3HOMY MoXKeT (OyzieT) co3aBaThbCsi pa3ges

Bo FreeBSD 2 gpt-paszeia i CBOIa CO3[ar0TCs:

# gpart add -s 4G -t freebsd-swap -1 swap@ ado
# gpart add -s 4G -t freebsd-swap -1 swapl adl

--- IponrchIBaeM B /etc/fstab

# Device Mountpoint FStype Options Dump Pass#
/dev/gpt/swap0 none swap sw 0 0
/dev/gpt/swapl none swap sw 0 0

--- T10 KeJIaHUFO CBOII “B 3epKaJi0” MOXKHO 00be/IeHUTh, HO 51 He 00bequHsT y cebsi. B 3ToM ciiyuae B
fstab Hy>kHO yKa3bIBaTh Ha “3epkKaso”
--- ylaJieHue — HarpOoTHUB, “CKOJIb3KUM” BOTPOCOM CTAaHOBUTCH.

B uzieanbHBIX yCIOBUSX “Ha MOCTOSTHHO” CYMTar0 He0OX0AUMbIM “pacIliipUTh” pa3Mep TeKYyLero
CBOM-pa3zesia. XoTs, B YCIOBHUAX pabOThl CUCTEMBI Ha HECKOJIBKUX arllapaTHbIX HOCUTEJISIX,
T0JIb3YOCh KaK pa3 “coeMHeHrneM” CBOM-pPas3zesioB

20. Ectb cpaiin /etc/passwd. Kak 13 Hero BbIBECTH Ha 3KpaH TOIbKO MMeHa(/IOTMHBI)
niosb3oBatesieil? [IpuBeauTe mpumMep BbIBOJA

awk -F ":" '{print $1}' /etc/passwd
23. B uem pasnuua mexay SFTP u FTPS?

FTPS - FTP ¢ "nobaenenveM mmdpoBanus’. "Hegoctatku FTP" coxpaHeHbl, pellieH BOMpoC €
3alUTON NepesiaBaeMol UH(pOPMaLUK.

SFTP - ucronb3ytoTcst BO3MOKHOCTH ssh emMoHa. Ha Hero "mepertiien” u3-3a npobiem c
KOZIMPOBKOM UMeH (haiinoB (kupuinyeckast Oyksa "s", i/i - o Borpocom) u noayuua 60Hycom
3amuTy OT "mpocayku'” mudppoanueM. Emie 1M "60HycoM" ecTh yMeHbILeHHe "CTyllIaeMbIX'
CEepBHCOB - TOKe TIOBbIIIaeT Oe3omacHOCTh. [Ipome "mporyckats" uepe3 daiiepBosbl.



24. Kaxkou npounecc umeet PID 17?
/sbin/init

olexande@uboo:~$ ps aux
USER PID %CPU %MEM VSZ RSSTTY STAT START TIME COMMAND
root 1 0.0 0.0 185396 6048 ? Ss 07:01 0:01 /sbin/init splash

25. Kak y3Hathb Kakasi OS ycTaHOB/IeHa Ha CepBepe Ha KOTOpbIi Bbl TOBKO-TO 3anuiv o ssh?

- FreeBSD:

root@skrinya:/etc# uname -a

FreeBSD skrinya.in.ua 10.3-RELEASE-p20 FreeBSD 10.3-RELEASE-p20 #0: Wed Jul 12
03:13:07 UTC 2017 root@amd64-builder.daemonology.net:/usr/obj/usr/src/sys/GENERIC
amd64

-Ubuntu/Debian:

olexande@uboo:~$ uname -a

Linux uboo 4.4.0-93-generic #116-Ubuntu SMP Fri Aug 11 21:17:51 UTC 2017 x86_64 x86_64
x86_64 GNU/Linux

olexande@uboo:~$ Isb_release -a

No LSB modules are available.

Distributor ID: Ubuntu
Description: Ubuntu 16.04.3 LTS
Release: 16.04

Codename: xenial
- CentOS:

[root@test2 ~]# uname -a

Linux test2 4.4.19-1-pve #1 SMP Wed Sep 14 14:33:50 CEST 2016 x86_64 x86_64 x86_64
GNU/Linux [root@test2 ~]# Isb_reelease -a

-bash: Isb_reelease: command not found

[root@test2 ~]# cat /etc/redhat-release

CentOS Linux release 7.4.1708 (Core)

[root@test2 ~]#

26. Kak HaiiTu B TeKylllel AUPeKTOPUH U ee TOJAUPEKTOPHsIX BCe (ailyibl B UMEHU KOTOPBIX eCTh
({3 »
test”?

- find . -name "*" -print | grep test

olexande@uboo:~/new$ find . -name "*" -print | grep test
/222]/test

./111/333/1test2

Jtest



- find . -name "*test*"

olexande@uboo:~/new$ find . -name "*test*"
[222/test

/111/333/1test2

Jtest

27. Kak roMeHsTh TipaBa (aiijioB KOTOpbIe CoZiep>KaT B Ha3BaHue “test” (100aBUTH UTeHME U 3alHCh
JJ11 TPYTNIbl) B TEKYLLel JUPEKTOPUU U ee TIOAJUPEKTOPUSX

28. Kak mocMoTpeTb MO/ie/Tb U THII MPOLieccopa YCTaHOBIEHHOTO B CepPBep Ha KOTOPbIi BbI TO/IbKO-
4TO 3auiu 1o ssh?

- cat /proc/cpuinfo
- sudo dmidecode -t 4

- nog, Ubuntu " gomosnHuTeIbHAsE TporpamMma’ cpuid, HO BBIBOZL ZIOBOJIBHO OOIIIMPEH U C TIEPBOTO
B3IVIs1/la He TaK Y)Ke U TOUeH.

- Tak ke fononHUTeIbHAsS NIporpaMma inxi
olexande@uboo:~$ inxi -F
System: Host: uboo Kernel: 4.4.0-93-generic x86_64 (64 bit)
Desktop: Unity 7.4.0 Distro: Ubuntu 16.04 xenial
Machine: System: Hewlett-Packard product: HP Compaq dc7800 Small Form Factor
Mobo: Hewlett-Packard model: 0AA8h
Bios: Hewlett-Packard v: 786F1 v01.04 date: 07/18/2007
CPU: Quad core Intel Core2 Quad Q6600 (-MCP-) cache: 4096 KB
clock speeds: max: 2400 MHz 1: 1596 MHz 2: 2400 MHz 3: 1596 MHz
4: 2400 MHz
Graphics: Card: Intel 82Q35 Express Integrated Graphics Controller
Display Server: X.Org 1.18.4 drivers: intel (unloaded: fbdev,vesa)
Resolution: 1440x900@59.89hz
GLX Renderer: Mesa DRI Intel Q35 GLX Version: 1.4 Mesa 17.0.7
Audio:  Card-1 Intel 828011 (ICHS Family) HD Audio Controller
driver: snd_hda_intel
Card-2 Logitech Webcam C270 driver: USB Audio
Sound: Advanced Linux Sound Architecture v: k4.4.0-93-generic
Network: Card: Intel 82566DM-2 Gigabit Network Connection driver: e1000e
IF: enp0s25 state: up speed: 100 Mbps duplex: full
mac: 00:1e:0b:64:be:85
Drives: HDD Total Size: 257.9GB (77.9% used)
ID-1: /dev/sda model: WDC_WD2500AAJS size: 250.1GB
ID-2: USB /dev/sdb model: STORE_N_GO size: 7.8GB
Partition: ID-1: / size: 228G used: 184G (85%) fs: ext4 dev: /dev/sdal
ID-2: swap-1 size: 2.01GB used: 0.00GB (0%) fs: swap dev: /dev/sda5
RAID: No RAID devices: /proc/mdstat, md_mod kernel module present
Sensors: System Temperatures: cpu: 42.0C mobo: N/A
Fan Speeds (in rpm): cpu: N/A
Info:  Processes: 247 Uptime: 3:42 Memory: 3137.8/7903.1MB
Client: Shell (bash) inxi: 2.2.35



- olexande@uboo:~$ Iscpu
ApxiTtekTypa:x86_64

Pexxumu LITT:  32-bit, 64-bit

[Mopsigok Gatitis:Little Endian

ITIpouecopu: 4

Criucok pobounx LI1:0-3

IToTokiB Ha s4po0:1

Apnep Ha cokeT:4

Coketu: 1

By3mu NUMA: 1

Inentudikarop BupobHuka: Genuinelntel
CimeiicTBO npoLecopiB:6

Mogeis: 15

Ha3ssa mogeni:Intel(R) Core(TM)2 Quad CPU Q6600 @ 2.40GHz
Mopudikargisi: 11

Yacrora y MI'1y:2400.000

Makc. vactora npouecopa y MI':2400,0000
MiH. vacrora npoyecopa y MI'q:1596,0000

BogoMIPS: 4788.29
Bipryanizayis: VT-x

Kem L1d: 32K

Kewr L1i: 32K

Kemr L2: 4096K

[Tpouecopu By3na0 NUMA:0-3

[Tpanopui:  fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx Im constant_tsc arch_perfmon pebs bts rep_good
nopl aperfmperf pni dtes64 monitor ds_cpl vmx est tm2 ssse3 cx16 xtpr pdcm lahf_Im tpr_shadow
vnmi flexpriority dtherm

29. Kak co3path HOBBIM (aiin “3.txt” KOTOpbIii OyzneT cofepskaTh B cebe MHGoOpMaLuio u3 ¢aiiioB
“l.txt” m “2.txt”

cat 1.txt 2.txt > 3.txt
30. Kakue cucremsl yripaBieHHs KOHpuUrypauyeii Bol 3HaeTe?

3Hato (csbiman) rnpo puppet, chief, ansible. [Tosnb30Basncs moka TosbKO puppet.



